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ABSTRACT

Ballots security and reliability is two of the crucial things that makes digital based ballots system not widely
implemented. Paper-based ballots have the downsides of environmental impact on making paper. Blockchain
has one of the advantages on the security aspect where the blocks are secured using cryptographic protocol
that makes it hard to be hacked. This paper will be examining the possibility of ballots implementation using
a microcontroller-based ballots system. The microcontroller is used because it is cheap to implement and it
has the capability to sign the blockchain transaction. This paper is a proof of concept for a smaller scale ballots
system for a small organization with two candidate option. The blockchain network used in this paper is a
Ethereum test network provided by Ropsten. The number of testing done is 60 times total for the two candidate.
The smaller scale testing proven to be successful with the transaction confirmed successful in etherscan.io.

INTRODUCTION
Ballots is one of the most important things to keep it’s integrity and security, because it can

change the course of decision making whether it’s in a small organization level or a whole nation
[1]. But with every election, paper-based ballots are still used due to it is being less likely to be
hacked compared to a digital based ballots [2][3][4]. The downsides of still using paper-based
ballots are the environmental impact of producing paper [5]. Digital based ballots need to be more
secure and reliable so that the transition into digital based ballots can be used more mainstream. One
of the advantages of Blockchain is the security aspect of it [6][7][8]. Compared to a normal
cloud-based system, Blockchain uses cryptography and distributed ledger so it is hard for someone
with malicious intent to hack it [9]. Using blockchain is also beneficial because it is decentralized
so that if there is outage on one station, the other station keeps a copy of the data so that it is safe.

One of the ways to use blockchain is using a microcontroller. A microcontroller is a cheap device
that can be the processing module. A microcontroller can be used to sign and send the transaction
on the blockchain. This can help with reducing cost of implementation for the transition from
paper-based ballots into digital-based ballots. In this proceeding, a simple ballot system will be
designed for a proof of concept that utilize a microcontroller with a button system to choose the
candidate.
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Blockchain
Blockchain is a technology that utilize a distributed database records system for the transaction

that happened in a peer-to-peer network [10]. Blockchain uses a cryptographic protocol for the
database system so the transactions can be ensured its integrity, and authenticity[6][8]. Blockchain
uses different algorithm to ensure the anonymity but still can be trusted, by validating the
transaction using different consensus algorithm[6]. Two of the most common blockchain
consensus protocol is Proof of Work (PoW) and Proof of Stake (PoS). Proof of Work is a algorithm
where to validate a block, it guesses the hash function until it can be linked into the blockchain
database [6]. Proof of Stake is an algorithm where it uses a stake system to choose who can create
the next block[6].

Blockchain can be beneficial to a ballot system because the integrity and availability of the
transaction is better compared to a traditional cloud system. Blockchain also has an advantage
for ballots because the data cannot be deleted or modified once the transaction is validated, so
there is no manipulation on the data stored in the blockchain[6]. In this design, the nodeRemote
Procedure Call (RPC) of the blockchain will be provided by Infura. Infura is a service to help
sends the transaction from a microcontroller into the blockchain network. The blockchain network
chosen for this design is using the an Ethereum test network provided by Ropsten.

SYSTEM DESIGN
In this system design, there is a hardware design and software design. The hardware used in this

design consist of a microcontroller and a button mechanism. The microcontroller is the center of
the operation, the purpose of the microcontroller is to process the input from the button mechanism
then sends the chosen candidate from the input and sends it into Infura for it to be uploaded into
the blockchain. Another purpose of the microcontroller is to sign the transaction using the
predetermined private key of the sender, the transaction needs to be signed so that Infura can
know who sends the transaction and if the transaction is valid or not. The microcontroller used in
this design is the ESP-32. ESP-32 is chosen in this design because it has built-in Wi-Fi for a
microcontroller. This gives the capability of the microcontroller to communicate to the internet
and upload the transaction into the Blockchain. The button mechanism is used in this design as
the input for choosing between the first and second candidate. The button mechanism is
connected into the microcontroller digital GPIO pins. The hardware prototype can be seen in Figure
1.
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Figure 1. Hardware Prototype used in this Design.

The software in this design is the program used to upload the data for the candidate choice into
Infura RPC. This program first connect to Wi-Fi, then check the user’s Ethereum balance to see
how much balance they have. Then the program prepare for transaction by setting gas price and
waits for the button inputs for the candidate choice. Once the candidate has been chosen, the program
sends the candidate’s name into the blockchain and restart the microcontroller for the next input.

The program block diagram is in Figure 2.
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Figure 2. Block Diagram

RESULTS AND DISCUSSION
Testing is done until 60 times with sending both candidate name, “Candidate One” and
“Candidate Two” into Ropsten Ethereum test network. The latest results of the transaction can be
seen both candidates outputted into the microcontroller console and verified in etherscan.io
website. The data sent from the microcontroller is using a hexadecimal format which is a
translation from UTF-8 format.
The output of the microcontroller console can be seen in Figure 3 and Figure 4.

#Z| ESP32 DevkKitC@COM3

Connecting to wifi

Connected!

Checking Ethereum Balance...

Balance: @x4ddefadfcdb525dld

The First Candidate is chosen

The data that will be sent: ©x43616e54696461746520416265
SENT!

Monitor your transaction at:

https://ropsten.etherscan.io/tx/8xc5160916d41e634a8522a233583052290ba39cF1d1d822202c24193485ebbb5@

Figure 3. First Candidate Sent Transaction.
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& ESP32 DeviGitC@COM3

kcnrec:ing to wifi

|Canecte;!

\{Checking Ethereum Balance...
EalEﬂce: Bx44f7cc27188a9F4b
hwaitiﬂg Candidate Choice

The Second Candidate is chosen
The data that will be sent:
!SEHT!

Monitor your transaction at:

Bx43616264696461740652054776F

https://ropsten.etherscan. io/tw/Bxabd6@2@abfcfet3d3afdBdl25ea735dbcc546c86012d1ed33hd6deabldaddlads

Figure 4. Second Candidate Sent Transaction.

Confirmation of the transaction success can be seen in Figure 5 and Figure 6, with the “Nonce”
number acting as the number of transactions done.

(7 Transaction Hash:
7) Status:
7 Block:

7 Timestamp:

7 From:

2 To:

7 Value:

7 Transaction Fee:

7 Gas Price:

7 Gas Limit & Usage by Txn:

7) Gas Fees:

7 Others:

(@ Input Data:

0xc5160916d41e634a8522ae33583052290ba39cf1d1d822202c24193485ebb650 [0

@ Success

0x0295b374454c6833cc2515a828]

cB89998a9cc8164397647

=

x81b7e08f65bdf56486

S5wei  (50.00)

0.000381744000360536 Ether (50.00)

0.000000018000000017 Ether (18.000000017 Gwei)
210,000 | 21,208 (10.1%)

Base: 0.000000007 Gwei

Txn Type: 0 (Legacy) Nonce: 60 Position: 1

Figure 5. First Candidate as 60th Transaction Done Confirmed in Etherscan.io
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7 Transaction Hash:

(@ Transaction Fee:

71 Gas Price:

7 Gas Limit & Usage by Txn:

Oxab46020abfcfe633afdBd125aa735dbecs46c06012d1ed336d6deabdadd1ad9 [0

7) Status: & Success

7 Block: 2628472 207 Blo "

7 Timestamp: @ 4 hrs 37 mins ago (Jul-20-2022 04:49:12 AM +UTC)

7 From: 0x0295b374454c6833cc2615a828b01481dabd0716 [
@ To: 0xB1b708f65bdf5648606c89998a9cc8164397647 [
@ Value: Swei  (30.00)

0.000381744000360536 Ether (30.00)

0.000000018000000017 Ether (18.000000017 Gwei)

210,000 | 21,208 (10.1%)

7 Gas Fees: Base: 0.000000007 Gwei
7 Others: Tam Type: 0 (Legacy) Honce: 54 Position: 1
7 Input Data:

Candidate Two

Figure 6. Second Candidate as 54th Transaction Done Confirmed in Etherscan.io

The Transaction both shown success in the transaction and the data being sent is secured on the
blockchain network with the Data Input can be shown directly in Etherscan.io using the UTF-8
Format.

Each transaction in this blockchain cost 18 Gwei of Ethereum which if it is in the Main
Network of Ethereum would cost $0.0000279 US Dollars or 0.42 Rupiah. 60 Total transactions
would cost around $0.001674 US Dollars or 25.2 Rupiah.
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CONCLUSION

The system of a blockchain implementation for a microcontroller-based ballot system is proven
successful on a smaller scale. This system design is tested 60 times with all of the data sent into the
Ethereum test network proven by etherscan.io.
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